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N — - long series of events associated
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the 22st (!) Internet Identity

Chl"lStOpher A“eﬂ L: CJ: % \ SSI (l: ZZIS:: % Workshop next week; then-I’m

speaking at the blockchain
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© Shigeya Suzuk http://www.lifewithalacrity.com/2016/04 /the-path-to-self-soverereign-identity.html



http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html

Decentralized Identifier (DID) and
Verifiable Credentials



© Shigeya Suzuki
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[1] Verifiable Credentials Data Model 1.0

Verify Identifiers
and Use Schemas

sue
Credentials

.

Stores. Presents

Holder

Acquires,

I

.

Verifiable Data Registry

Maintain Identificrs and Schemas

https:.//www.w3.org/TR/vc-data-model/

.

Verifier

Requests, Verifies

Verify Identifiers
and Schemas
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Decentralized Identifier (DIDs) v1.0

. BOFEROBRAFICEODEIZT—YETIVIESR
1TVT4T14ERTES
 BEOARAY Y R TEEZh, XYYy RICED, OV T F - —28E1

- BT E DA EHOE TECES

© Shigeya Suzuki

Il

=D 7

X ZICTBHEDE, LIEWHE DS

Scheme
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did:example:123456789abcdefghi
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DID Method DID Method-Specific Identifier
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Decentralized Identifiers (DIDs) v1.0

Core architecture, data model, and representations

W3C Propaosed Recommendation 03 August 2021

This version:
hitps:/mww.w3.org/TR/2021/PR-did-core-20210803/
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Decentralized ldentifier (DIDs) v1.0 (Proposed Recommendation)
https://www.w3.org/TR/2021 /PR-did-core-20210803/

DID refers to DID
SUD]eCt did:example:123

A

resolves to
contains
DID URL Verifiable
did:example:123/path/ts/rsre Data
Registry

refers, and

recorded on
dereferences, to
g
Y Y

re& D

DID controls . DID document
controller
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DID Specification Registry (c—

VI A—NVATANCERERIOEINEEED

ISSUE

did:ala:

did:bba:
did:bid:

did:bnb:

Method Name
did:3:
did:abt:
did:aergo:

12. DID Methods

Status

PROVISIONAL
PROVISIONAL
PROVISIONAL

PROVISIONAL

PROVISIONAL
PROVISIONAL

PROVISIONAL

DLT or Network

Ceramic Network

ABT Network
Aergo

Alastria
Ardor
bif

Binance Smart
Chain

Author Links

Joel Thorstensson
ArcBlock
Blocko

Alastria National
Blockchain Ecosystem

Attila Aldemir

teleinfo caict

Ontology Foundation

This table summarizes the DID method specifications currently in development. The links will be updated as
subsequent Implementer’s Drafts are produced.

The normative requirements for DID method specifications can be found in Decentralized |dentifiers vi1.0:
Methods [DID-CORE]. DID methods that do not meet these requirements will not be accepted. We encourage
DID method authors to provide an email address in the Author Links column, as this helps with maintenance.

How will we automate the update of the namespace reservations and keep them in sync with the reserved
namespace in the Abstract Data Model? See issue #152.

31D DID Method
ABT DID Method
Aergo DID Method

Alastria DID
Method

BBA DID Method
BIF DID Method

Binance DID
Method

https://w3c.github.io/did-spec-registries/#did-methods

© Shigeya Suzuki

B D, IWECDU X MIZTIETOIME
BT AT1E

DID Core Specification Test Suite and

Implementation Report
30 July 2021

Latest editor's draft:
hitps://w3c.qgithub.io/did-test-suite/

Editors:
Orie Steele (Transmute)

Shigeya Suzuki (Keio University)
Manu Sporny (Digital Bazaar)
Markus Sabadello (Danube Tech)

Participate:
GitHub w3c/did-test-suite

File an issue
Commit history
Pull requests

Copyright © 2021 w3ac® (MIT, ERCIM, Keio, Beihang). W3C liability, trademark and permissive document license

https://w3c.github.io/did-test-suite/
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DID document
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DID document (& DID CRENDFRZRIETDHIDICHELRT—TYPAHLZX

N AE &én‘cm%o >—4% & LTI,

© Shigeya Suzuki

EBEOJOY I F—2H0D

EH>

dNESE

1Y

RIFEMFIE LTHhHITEoNS

}

"@context": "https://w3id.org/did/v0.11",

"id": "did:web:did.actor:alice",
"publicKey": |
{
"id": "did:web:did.actor:alice#z6MkrmNwtyS5ajKtFgclU480oL2MMLjWjartweSsf2AihZwXDN",
"controller": "did:web:did.actor:alice",

"type": "Ed25519VerificationKey2018",
"publicKeyBaseS58": "DRK7uJiq9PnPnj7AmNZqVBFOLUwWTjT1lhFPrk6LSjZ2JRz"

}
],

"authentication": [
"did:web:did.actor:alice#z6MkrmNwty5ajKtFqclU480L2MMLjWjartwe5s£2AihZwXDN"

],
"assertionMethod": [
"did:web:did.actor:alice#z6MkrmNwty5ajKtFqclU48oL2MML jWjartwc5sf2A1hZwXDN"

],
"capabilityDelegation": [
"did:web:did.actor:alice#z6MkrmNwtyS5ajKtFqclU480L2MMLjWijartwc5sf2AihZwXDN"

],
"capabilityInvocation": |
"did:web:did.actor:alice#z6MkrmNwty5ajKtFqclU480L2MMLjWijartwe5sf2A1i hZwXDN"

] s

"keyAgreement": |

{
"id": "did:web:did.actor:alice#zC8GybikEfyNaausDA4mkT4egP7SNLx2T1ldlkujLQObcP6éh”,
"type": "X25519KeyAgreementKey2019",
"controller"”: "did:web:did.actor:alice”,
"publicKeyBase58": "CaSHXEvVLEKS6SfN9aBfkVGBppl5jSnaHazgHgLHp8KZ3Y"
}

]

https://did.actor ®d https://did.actor/alice/ 15
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DID URL

&3

. DIDZEmE LYY —AOTg—%

. DIDZEH. URLOELSIC/INR, 2TV, TS50 XY NED!
~andE¥xR (VY —X)
DID document®F Tld. 777 X > M&EFHL,

AT T 2720IcEbn D (#key-1)

EXAMPLE 4: A unique verification method in a DID Document

did:example: 123#public-key-0

EXAMPLE 5: A unique service in a DID Document

did:example: 123#agent

EXAMPLE 6: A resource external to a DID Document

did:example: 1237service=agent&relativeRef=/credentials#degree

© Shigeya Suzuki

EXAMPLE 7: A DID URL with a 'versionTime' DID parameter

did:example:1237versionTime=2021-05-10T17:00:00Z

EXAMPLE 8: A DID URL with a 'service' and a 'relativeRef' DID parameter

did:example:1237service=files&relativeRef=/resume.pdf

ICEFENDITHEODEXR
DID document® D\ #E %

{

}

ZxH5,. DIDT

2Nl

EXAMPLE 9: An example of a relative DID URL

"@context": |
"https://www.w3.0rg/ns/did/v1",
"https://w3id.org/security/suites/ed25519-2020/v1"

]

"id": "did:example:123456789%9abcdefghi",

"verificationMethod": [{
"id": "did:example:123456789%9abcdefghi#key-1",
"type": "Ed25519VerificationKey2020", // external (property value)
"controller": "did:example:123456789abcdefghi",
"publicKeyMultibase": "zH3C2AVvLMv6gmMNam3uVAjZpfkcICwDwnZn6z3wXmqPV"

b moolls

"authentication": [
// a relative DID URL used to reference a verification method above
"#key-1"

]



771\ —EHDIRRE

. DID RE—QI1—UDLZHAN. BRICEVWDINTESLDICE>TVS
. DID (&, DID Z{zZ 25X R, HAGDLEDVCHFICIHU T, XWRT &ICHS
YEBX (pair-wise) TEDLN D I EDFIR EG > TS

Mt

. DID £ KO DID document [CEF NS BEIRIC. BAFIBImPI)ZEH DT
T T <. BEAFICENBEBEEDH D ERMNEETNHTVELDIC, FTEEL
meT., KR\t WEBICIGUEFEEESE) GEMNThbhTWS

><ld

. DID Coref:tRE® §9. Security Considerations. §10. Privacy
Considerations [&. T/ > FOBENREINTWS
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DID/VC Ecosystem

- DID

- DID Itself

. method implementation <-> Verifiable Data Registry
. resolver implementation

. VC

. VC Itself

- Issuer implementation <-> Verifiable Data Registry

. Holder implementation (= wallet)

- Verifler implementation

. Transport between entities / Negotiation Protocols

. --- Operation --- Interoperabillity --- etc.

© Shigeya Suzuki
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IATA Travel Pass App
G : = Passenger shares ‘
“YOK to travel” status Ai rline

1. Verifiable Credential

2. On screen with QR code ’ Border
A control

' Lab App

Passenger
Identification

. m’ »avelor ot Py

® raran arptinves B oA R " '. . - v e = . | i * Interoperable with
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IATA

IATA Travel Pass Initiative Y kHh 5

[1] International Air Transport Association (IATA) https:.//www.iata.org/en/

[2] IATA Travel Pass Initiative https://www.iata.org/en/programs/passenger/travel-pass
[3] ANA DZEIFESR https://www.ana.co.jp/ja/ip/topics/IATA-travel-pass
Eﬁ? © Shigeya Suzuki [4] JAL DEIFEER https://www.jal.co.ip/ip/ija/inter/iatatravelpass 22
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[1] WWDC21 Apple Keynote https://podcasts.apple.com/us/podcast/wwdc21-apple-keynote/id2758346657i=1000524551302

[2] Real ID https://www.dhs.gov/real-id
[3] Mobile Driver’s License(mDL) "ISO/IEC FDIS 18013-5 Personal identification — ISO-compliant driving licence — Part 5: Mobile driving licence

(mDL) application" (ISO/IEC JTC 1/SC 17) https://www.iso.org/standard/69084.html _
Image: Apple (via The Verge)
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[1] Explore Verifiable Health Records https://developer.apple.com/videos/play/wwdc2021/10089/
[2] https://smarthealth.cards
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[1] Linked Data Proofs 1.0 https://w3c-ccg.github.io/ld-proofs/
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